Office 365 - OneDrive Pre-Requisites

Overview

To enable the Office 365 OneDrive integration with FrogLearn some initial steps will need o
be configured within the school’s Office 365 tenancy. This will include the generation of a
client secret.

Should your school wish to have single sign on between Office 365 OneDrive and the Frog
platform then you may wish to consider one of the integrations below:

e Active Directory Federated Services (ADFS)
e Azure

Both integrations will be the responsibility of the school to configure, however, if you would
like any guidance then please contact the Service Desk on 01422 395 939 or
support@frogeducation.com.

How-to

To configure the OneDrive integration, navigate to your Office 365 Azure instance via the URL
https://portal.azure.com. Enter your school’s Office 365 administrator account for the
tenancy and then select the Next button.

Microsoft Azure

B® Microsoft

Sign in to Microsoft Azure

admin@jmacademy.onmicrosoft.com ‘

No account? Create one!

Can’t access your account?

Enter the associated password for your school's Office 365 administrator account for the
tenancy. Then select the Sign In button.


mailto:support@frogeducation.com
https://portal.azure.com/

Microsoft Azure

B8 Microsoft

admin@jmacademy.onmicrosoft.com

Enter password

Back

Forgotten my password

Once logged into your Microsoft Azure instance, select Azure Active Directory.
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The Azure Active Directory options are displayed. From the left-hand side menu select App
registrations.

Home

@ MSFT UK Education Team Demo | Overview - X

Azure Active Directory

“ @ Switchtenant [ Deletetenant - Createatenant [ Whatsnew [ Preview features = < Gotfeedback?

O Overview

*  Getting started
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Select New registration.
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@ Try out the new App registrations search preview! Click to enable the preview. —
I Preview features

X Diagnose and solve problems
@ Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue to provide technical support and security

Manage updates but we will no longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more
& Users

2 Groups All applications  Owned applications  Deleted applications (Preview)

6k External Identities Start typing a name or Application ID to filter these results

& Roles and administrators

Display name Application (client) ID Created on Centificates & secrets
& Administrative units Py pp!
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The Register an application window will be displayed. Complete the following details to
register your Frog platform as an application:

1. Name - Enfer in a name that will allow you to easily identify the application that you
are wanting to register. e.g. Wilson Academy FroglLearn — OneDrive

2. Support account types — In most instances schools will be a single tenant, however
the choice is up to the administrator of your Office 365 tenancy. In this example we
are going to select the option Accounts in this organizational directory only

3. Redirect URI - From the first drop-down box select the option Web. Next you will need
to enter a specific endpoint URL (/app/acceptonedrivebusinessauth) used for
communication between the Frog platform and your Office 365 tenancy for the
OneDrive integration.

o e.g. hitps://wilson-academy.frogtest.co.uk/app/acceptonedrivebusinessauth
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Register an application X

* Name

The user-facing display name for this application (this can be changed later)

‘Wilson Academy FrogLearn - OneDrive 1

Supported account types

?wm can use this application or access this API?

(®) Accounts in this organizational directory only [MSFT UK Education Team Demo only - Single tenant) |

(O Accounts in any organizational directory (Any Azure AD directory - Multitenant)
(O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

(O Personal Microsoft accounts only

Help me choose.

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Web » | | https:/pwilson-acaden K 1

When happy with the information entered select the Register button.
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Register an application

* Name

The user-facing display name for this applicatian (this can be changed later).

[ wilson Academy FrogLeam - OneDrive

Supported account types

Who can use this application or access this API?

(®) Accounts in this organizational directory only (MSFT UK Education Team Demo only - Single ten

(®) Accounts in any organizational directory (Any Azure AD directory - Multitenant)
(O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype. Xbox)

(O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user, Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

[ web | [ https/pwitson-academy frogtest co.uk/app/acceptonedrivebusiness.

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications

By proceeding, you agree to the Microsoft Platform Policies 7'

The application is created and displayed as per the details entered. In this example, all
details relating to the application Wilson Academy FrogLearn — OneDrive is displayed.
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[2 search (cmd+p [ Delete @ Endpoints [ Preview features

B Overview @ Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). =

& Quickstart

Integration assistant A Essentials
Manage Display name Wilson Academy FrogLearn - OneDrive Client credentials Add a certificate or secret
B Brand Application (client) ID 988b3dfe-472-4d40-9727-b918dcbSfd83 Redirect URIs 1 web, 0 spa, 0 public client
B Branding

Object ID 0f3cf4a5-007a-4adc-911e-088de1b4d89S Application ID URI Add an Application ID URI

D Authentication
Directory (tenant) ID Bacced50-8¢19-42cf-b3f3-2655af328818 Managed application in | Wilson Academy FrogLearn - OneDrive

Certificates & secrets
Supported account types : My organization only

{I! Token configuration

® APl permissions @ Welcome to the new and improved App registrations. Looking to learn how it's changed from App registrations (Legacy)? Lear more

& Expose an AP

- @ starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue to provide technical support and security
% App roles updates but we will no longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more

& Owners

&, Roles and administrators | Preview

Get Started  Documentation
I Manifest

Build your application with the Microsoft identity platform

Support + Troubleshooting

&£ Troubleshooting The Microsoft identity platform is an service, op libraries, and tools. You can create
modern, standards-based authentication solutions, access and protect APIs, and add sign-in for your users and customers. Learn more '

.@ l!l"' 3 A
A oo X

& New support request

Call APIs Sign in users in 5 minutes Configure for your organization

Build more powerful apps with rich user and Use our SDKs to sign in users and call APis in a few Assign users and groups, apply conditional access
business data from Microsoft services and your own steps. Use the quickstarts to start a web app, mobile policies, configure single sign-on, and more in
company’s data sources. app. SPA, or daemon app. Enterprise applications.

View API permissions View all quickstart guides Go to Enterprise applications

The next step is to configure a second redirect URI. From the left-hand side menu select
Avuthentication.

X
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i Wilson Academy FroglLearn - OneDrive & - X
£ Search (Cmd+/) « [ Delete € Endpoints B3 Preview features
B Overview

@ Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). =

& Quickstart

# Integration assistant ~ Essentials
Mansge Display name : Wilson Academy FrogLearn - OneDrive Client credentials : Add a certificate o secret
— Application (client) ID  : 988b3dfe-4f72-4d40-9727-b9fBdchSids3 Redirect URls 1 web, 0 spa, 0 public client
B Branding
Object ID 0f3cf4a5-007a-dadc-911e-088de1b4d895 Application ID URI Add an Application ID URI
I D Authentication ]
Directory (tenant) ID 8acced50-8¢19-42cf-b3f3-2655af328818. Managed application in |... : Wilson Academy FrogLearn - OneDrive

Certificates & secrets
Supported account types : My organization only

{I! Token configuration

3

@ Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue to provide technical support and security

@ APl permissions
P updates but we il no longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more

@ Expose an API

L App roles Get Started  Documentation
&2 Owners

&, Roles and sdmieietrators | Proview Build your application with the Microsoft identity platform

I Manifest
The Microsoft identity platform is an authentication service, open-source libraries, and application management tools. You can create
Support + Troubleshooting modern, standards-based authentication solutions, access and protect APIs, and add sign-in for your users and customers. Learn more

& Troubleshooting

& New support request -
.
s .
3 2

Call APIs Sign in users in 5 minutes Configure for your organization
Build more powerful apps with rich user and Use our SDKs to sign in users and call APIs in a few Assign users and groups, apply conditional access
business data from Microsoft services and your own steps. Use the quickstarts to start a web app, mobile policies, configure single sign-on, and more in
company's data sources. app. SPA, o daemon app. Enterprise applications.

View API permissions View all quickstart guides Go to Enterprise applications

Within the Authentication options, select the Add URI link within the Web section.
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Home > MSFT UK Education Team Demo > Wilson Academy Frogleamn - OneDrive

3 Wilson Academy FroglLearn - OneDrive | Authentication = - X
[~ search ccmd+n « ve X Di € Got feedback?
B Overview

Platform configurations
& Quickstart
Depending on the platiorm or device this application is targeting, additional configuration may be required such as

#' Integration assistant redirect URIs, specific authentication settings, of fields specific to the platform

Manage + Add a platform

= Branding

D Authentication ~ Web Quickstart  Docscf [
Certificates & secrets Redirect URIs

il! Token configuration The URIs we will accept as destinations when returning authentication responses (tokens) after successfully authenticating or signing out users. Also referred to as

reply URLs. Learn more about Redirect URIs and their restrictionsf!
© APl permissions

https://wil p
& Expose an AP " m

App roles

& Owners

The first entry will display the endpoint (/app/acceptonedrivebusinessauth) used for
communication between the Frog platform and your Office 365 tenancy for the OneDrive
integration. In this example, this is:

htps://wilson-academy.frogtest.co.uk/app/acceptonedrivebusinessauth

Now, in the new URL field enter your FrogLearn platform URL. In this example, this is:

https://wilson-academy.frogtest.co.uk

After this has been entered a green tick should be displayed at the end of the URL.


https://wilson-academy.frogtest.co.uk/app/acceptonedrivebusinessauth
https://wilson-academy.frogtest.co.uk/
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3 Wilson Academy FrogLearn - OneDrive | Authentication = - X
£ Search (Cmd+/) « 5 save X Discard | U Got feedback?
B Overview ) .
Platform configurations
& Quickstart
R Depending on the platform or device this application is targeting, additional configuration may be required such as
# Integration assistant redirect URIs, specific authentication settings, or fields specific to the platform,
Manage - Add a platform
B Branding
3 Authentication ~ WEb Quickstart Docsc] @
Certificates & secrets Redirect URIs
11! Token configuration The URIs we will accept as destinations when retuming authentication responses (tokens) after successfully authenticating or signing out users. Also referred to as

reply URLs. Learn more about Redirect URIs and their restrictions ("
© APl permissions
https://wilson-academy frogtest co.uk/app/acceptonedrivebusinessauth

I https://wilson-academy frogtest.co.uk 0] I

Add URI

& Expose an AP|

HL App roles

& Owners

&, Roles and administrators | Preview
When happy with the information entered select the Save button.
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3 Wilson Academy FrogLearn - OneDrive | Authentication = - X
£ Search (Cmd+/) « X Discard | O Got feedback?
B Overview o
Platform configurations
& Quickstart
R Depending on the platform or device this application is targeting, additional configuration may be required such as
# Integration assistant redirect URIs, specific authentication settings, or fields specific to the platform,
Manage - Add a platform
B Branding
3 Authentication ~ WEb Quickstart Docsc] @
Certificates & secrets. Redirect URIs
11! Token configuration The URIs we will accept as destinations when retuming authentication responses (tokens) after successfully authenticating or signing out users. Also referred to as

reply URLs. Learn more about Redirect URIs and their restrictions T
@ APl permissions

& Expose an API https:/fwilson-academy frogtest co uk/app/acceptonedrivebusinessauth IE
https://wilson-academy.frogtest.co.uk | El
H App roles

& Owners Add URI

&, Roles and administrators | Preview

The next step is to configure a unique shared password to be used between the Frog
platform and Office 365 tenancy. Select Cerfificates & secrets from the left-hand side menu.
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[ .2 search (cmd+n | « B save X Discard < Got feedback?
B Overview

Platform configurations
& Quickstart
Depending on the platform or device this application is targeting, additional configuration may be required such as

#' Integration assistant redirect URls, specific authentication settings, or fields specific to the platform.

Manage t Add a platform

B Branding

D Authentication ~ Web Quidstart Docsc? [l
| ¢ centifcates & secrets | Redirect URIs

{I' Token configuration The URIs we will accept as destinations when returning authentication responses (tokens) after successfully authenticating or signing out users. Also referred to as

reply URLS. Lear more about Redirect URIs and their restrictionsp)

& API permissions
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@ Expose an APl ¥ yfrog pp/accep 0]
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i App roles ired | @
& Owners Add URI
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Within the Certificates & secrets opfions, select the New client secret link within the Client
secrets section.
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Wilson Academy FrogLearn - OneDrive | Certificates & secrets = X
Search (Cmd+/) 7 Got feedback?
B Overview Credentials enable to identify to the authentication service when receiving tokens at a web addressable location (using an HTTPS

scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential
& Quickstart

#  Integration assistant oz
Certificates

Manage
Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys.

B Branding

D Authentication T Upload certificate

Centificates & secrets Thumbprint Start date Expires Certificate ID
w
I} Yolkan configueation No certificates have been added for this application
& APl permissions

& Expose an API

L App roles Client secrets
& Owners A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
&. Roles and | Preview
1= New client secret
B Manifest ;
Description Expires Value Secret ID

Support + Troubleshooting

No client secrets have been created for this application
£ Troubleshooting

& New support request

An Add a client secret pop-up window will be displayed on the right-hand side.

Complete the following fields to create a unique shared password for the OneDrive
integration:

e Description — Enter the text client_secret.

e Expires - This will be up to the school as to the length of time the unique shared
password between the Frog platform and Office 365 is to be active. You will have the
following choices:

Recommended: 6 months

3 months

12 months

18 months

24 months

Custom

O O 0O 0O O O

In this example, we have opted to select the option 12 months.

NOTE - Please keep in mind though that in a year you will need to re-generate a
new unique shared password for the integration to stay active.
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Home > MSFT UK Education Team Demo > Wilson Academy Froglearn - OneDrive Add a Client secret

Wilson Academy FroglLearn - OneDrive | Certificates & secrets =

Description ‘ client_secret

Search (Cmd+/) O Got feedback?
cic il e Expires [ 12 months

B Overview Credentials enable confid to identify to the service when reces
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a cr

& Quickstart
#" Integration assistant .
Certificates

Manage
? Centificates can be used as secrets to prove the application’s identity when requesting a token. Also can be n

¥ Branding

D Authentication Upload certificate

Cartificates & secrets Thumbprint Start date Expires
il Token configuration No certificates have been added for this application
& AP| permissions
& Expose an API
HL App roles Client secrets
& Owners A secret string that the application uses to prove its identity when requesting a token. Also can be referred ti

&. Roles and administrators | Preview
T New client secret
H Manifest
Description Expires Value
Support + Troubleshooting
No client secrets have been created for this application.
2 Troubleshooting

& New support request

When happy with the information entered select the Add button.
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Home > MSFT UK Education Team Demo > Wilson Academy FrogLearn - OneDrive Add a Client Secret X
Wilson Academy FroglLearn - OneDrive | Certificates & secrets =

Description

| P Search (Cmd+/) « O Got feedback?

Expires [[12 months v

B Overview Credentials enable to identify to the service when receivi
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a cr

& Quickstart

# Integration assistant 2

Certificates
Manage

Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be
B Branding

D Authentication " Upload certificate

Centificates & secrets Thumbprint Start date Expires
11! Token configuration No certificates have been added for this application
© API permissions
@ Expose an AP
i App roles Client secrets
& Owners A secret string that the application uses to prove its identity when requesting a token. Also can be referred t

&, Roles and administrators | Preview
New client secret
I Manifest
Description Expires Value
Support + Troubleshooting

No client secrets have been created for this application
& Troubleshooting

& New support request -
| Cancel

The unique shared password will be displayed under the Value field. Copy this password into
a fext file for use later.

NOTE - Please be aware that after you exit this page, the password can't be retrieved again.
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Wilson Academy FrogLearn - OneDrive | Certificates & secrets = X
[ search (cmd+n « D Got feedback?
B Overview Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location {using an HTTPS

scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential
& Quickstart

#" Integration assistant "
Certificates

Manage
" Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys.

= Branding

2 Authentication Upload certificate

Certificates & secrets Thumbprint Start date Expires Certificate ID

/Il Token configuration No certificates have been added for this application

= API permissions

Expose an AP|
App roles Client secrets
& Owners A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
& Roles and administrators | Preview
New client secret
M Manifest
Description Expires Value Secret ID
Support + Troubleshooting .
client_secret 6/22/2022 I uGdd2_-uBC~R ~3_46R22qVu2ySKQkBD. Izzazn;drrsu;n,un Bcab-872168797b4 D1

& Troubleshooting

& New support request

The next step is to configure the permissions the Frog platform will have to the Office 365
tenancy. Select APl permissions from the left-hand side menu.

Home > MSFT UK Education Team Demo > Wilson Academy FroglLearn - OneDrive

Wilson Academy FroglLearn - OneDrive | Certificates & secrets = - X
P Search (Cmd+/) « & Got feedback?
B overview Credentials enable pp! s to identify ta the service when receiving tokens at a web addressable location (using an HTTPS

scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
& Quickstart

# Integration assistant }
Certificates

Manage
o Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys.

B Branding

3 Authentication T Upload certificate

Certificates & secrets Thumbprint Start date Expires Certificate ID
Il Token configuration Mo certificates have been added for this application
| = APl pemissions |
@ Expose an API
App roles Client secrets
& Owners A secret siring that the application uses to prove its identity when requesting a token. Alsc can be referred to as application password

&. Roles and administrators | Preview
New client secret
Manifest
Description Expires Value Secret ID
Support + Troubleshooting
client_secret 6/22/2022 uGdd2_-uBC~R.~3 46R22GYu2ySKQKkBO. [ 228203d7-6b3b-4a17-Bcab-87216879f7b4 1
& Troubleshooting

£ New support request



Within the API permissions opftions, select the Add a permission link within the Configured
permissions section.

Home > MSFT UK Education Team Demo > Wilson Academy FrogLeamn - OneDrive

- Wilson Academy FroglLearn - OneDrive | APl permissions # - X

2 Search (Cmd+/) « () Refresh < Got feedback?

B overview
& Quickstart x
@ The “Admin consent required” column shows the default value for an arganization. However, user consent can be customized per permission, user, or app. This column may not reflect the value in your
A Integration assistant organization, or in organizations where this app will be used. Learn mare
Manage -
Configured permissions
= Branding

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include

D Authentication all the permissions the application needs. Learn more about permissions and consent

Centificates & secrets Add a permission | ~ Grant admin consent for MSET UK Education Team Demo
m
{Il Token configuration API / Permissions name Type Description Admin consent requ... Status
& API permissions “ Microsoft Graph (1) e
& Expose an API User Read Delegated  Sign in and read user profile No e
B Approles
& Owners To view and manage permissions and user consent, try Enterprise applications.
& Roles and administrators | Preview

 Manifest

A Request APl permissions pop-up window will be displayed on the right-hand side. Select
the option Microsoft Graph.

rosoft Azure 0 Search resources, services, and docs (G+/) i m:::;a:::nﬂy:;[

Home > MSFT UK Education Team Demo > Wilson Academy FrogLearn - OneDrive Request API pefmissions X
- Wilson Academy FrogLearn - OneDrive | API permissic

Microsoft APIs APl my organization uses My APIs

| £ Search (cmd+p () Refresh O Got feedback? .
Commonly used Microsoft APls

B Overview

& Quickstart Microsoft Graph

Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility + Security, and Windows 10.
Access Azure AD, Excel, Intune, Outiook/Exchange, OneDrive, OneNote, SharePoint, Planner, and more through a
single endpoint

© The “Admin consent required” column shows the default v

Al
of integration assistant organization, or in organizations where this app will be ust "\
<4

Manage
Configured permissions

=
& Banding Applications are authorized to call APIs when they are grante

all the permissions the application needs. Learn more about §

D Authentication

(") Azure Rights Management Data Export Service for
& Azure Service Management &
Certificates & secrets + Add a permission /' Grant admin consent for MSFT Lil services l s Microsoft Dynamics 365
- Allow validated users to read and write Programmatic access to much of the Export data from Microsoft Dynamics
1! Token configuration AP / Permissions name Type Descript protected content functionality available through CRM organization to an external
the Azure portal destination
e IO,  Microsoft Graph (1)
@ Expose an API User Read Delegated  Signinz
B App roles mics 365 Business
g & Dynamics 365 D N
o ‘O ki Dynamics CRM (/%) Flow service
r
To view and manage permissions and user consent, try Enter] Programmatic access to data and Access the capabilities of CRM business Embed flow templates and manage
&, Roles and administrators | Preview functionality in Dynamics 365 Business software and ERP systems flows
Central
W Manifest
Support + Troubleshooting
£ Troubleshooting G intune Ij Office 365 Management APIs u OneNote
2 Newsupport request Programmatic access to Intune data Retrieve information about user, admin, Create and manage notes, lsts,
system, and policy actions and events pictures, files, and more in OneNote
from Office 365 and Azure AD activity notebooks

Within the Microsoft Graph opftions, select Delegated permissions.

m e =

Home > MSFT UK Education Team Demo > Wilson Academy Froglearn - OneDrive Request AP' permissions X
- Wilson Academy FroglLearn - OneDrive | AP permissic

CAll APIs
D Search (Cmd=+/) « () Refresh < Got feedback? & Microsoft Graph
https://graph.microsoftcom/ Docs

B Overview What type of permissions does your application require?

& Quickstart

@ The “Admin consent required” column shows the default v Delegated permissions Application permissions
#" Integration assistant Orgealzation, of ia crpanlzations e shis s Sl s L Your application needs to access the AP as the signed-in user. Your application runs as a background service or daemon without a
signed-in user.
Manage -
Configured permissions
B Branding

Applications are authorized to call APIs when they are grante

D Authentication all the permissions the application needs. Learn more about |

Certificates & secrets + Add a permission ~ Grant admin consent for MSFT

Token configuration API / Permissions name Type Descript

- APl permissions “Microsoft Graph (1)

& Expose an AP User Read Delegated  Signin 2

App roles
& Owners To view and manage permissions and user consent, try Enter]
&, Roles and administrators | Preview

l Manifest
Suppart + Troubleshooting

£ Troubleshooting

& New support request

Add permissions



Within the search box just below Select Permissions, enter in the text files.

A search on all available permissions will be returned. Expand the Files section and then
select the following option:

¢ Files.ReadWrite.All - Have full access to all files user can access

[ = oo anre [ )

Home > MSFT UK Education Team Demo > Wilson Academy FrogLearn - OneDrive Request API perm'ss'ons b4
- Wilson Academy FrogLearn - OneDrive | APl permissi

< All APIs
Search (Cmd+) « () Refresh < Got feedback? o Microsoft Graph
https://graph microsoftcom/ Docs 7

8 Overview What type of permissions does your application require?

& Quickstart
@ The "Admin consent required” column shows the default Delegated permissians Application permissions

. i I be ut
" Integration assistant organization, of in organizations where this app will be ut Your application needs to access the AP! as the signed-in user. Your application runs as a background service or daemon without a

signed-in user

Manage
Configured permissions

= Branding Applications are authorized to call APIs when they are grants  Select permissions expand al
all the permissions the application needs. Learn more about

D Authentication o files

Certificates & secrets + Add a permission ' Grant admin consent for MSF]

@ The “Admin consent required” column shows the default value for an organization. However, user consent can be customized per
permission, user, or app. This column may not reflect the value in your arganization, or in organizations where this app will be used. Learn

Taken canfiguration API / Permissions name Type Descrig

- more
API permissions “ Micrasoft Graph (1)

@ Expose an AP|

UserRead Delegated  Sign in
L App roles Permission Admin consent required
& Owners To view and manage permissions and user consent, try Enter " Files (1)
2. Roles and administrators | Preview
Files Read (O
0 Mo
B Manifest Read user files
Files Read All (
Support + Troubleshooting 0 ! No
Read all files that user can access
& Troubleshaoting 0 Files Read Selected (3 .
o
B New support request Read files that the ser selects (preview)
Files ReadWrite (2
] No
Have full access to user files
Files ReadWrite All (0
= No
Have full access to all files user can access
0 Files ReadWrite AppFolder (2 N
o
Have full access to the application's folder (preview)
Files.ReadWrite Selected (1)
] No

Read and write files that the user selects (preview)

Add permissions Discard

Next enter in the text offline within the search box.

A search on all available permissions will be returned. Expand the OpenID permissions
section and then select the following option:

o offline_access - Maintain access to data you have given it access to
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Wilson Academy FrogLeamn - OneDrive

% Wilson Academy FrogLearn - OneDrive | API permissi

£ Search (Cmd-+/) | «

B Overview
& Quickstart

# Integration assistant

Manage

& Branding

D Authentication
Certificates & secrets

1! Token configuration

& AP permissions

& Expose an AP

App roles
& Owners

&, Roles and administrators | Preview

M Manifest
Support + Troubleshooting

& Troubleshooting

& New support request

() Refresh | D Got feedback?

@ The “Admin consent required” calumn shows the defaut
arganization, of in organizations where this app will be ut

Configured permissions

Applications are authorized to call APls when they are granty
all the permissions the application needs. Learn more about

+ Add a permission /' Grant admin consent for MSF1
API / Permissions name Type Descrip
“ Microsoft Graph (1)

User Read Delegated  Sign in

To view and manage permissions and user consent, try Entel

Request API permissions

< All APIs
Microsoft Graph
e https://graph.microsoftcom/ Docs -

What type of permissions does your application require?

Delegated permissions
Your application needs to access the AP| as the signed-in user.

Select permissions

Agplication permissions

Your application runs as a background service or daemon without a
signed-in user.

expand all

O offline

@ The “Admin consent required" column shows the default value for an organization. However, user consent can be customized per
permission, user, or app. This column may not reflect the value in your organization, or in organizations where this app will be used. Learn

mare

Permission

/' Openld permissions (1)

Admin consent required

= offline_access @
Maintain access to data you have given it access to

No

When happy with the permissions selected, click on the Add permissions button.
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Wilson Academy FrogLeamn - OneDrive

% Wilson Academy FrogLearn - OneDrive | API permissi

£ Search (Cmd-+/) | «

B Overview

& Quickstart

# Integration assistant
Manage

= Branding

D Authentication

Centificates & secrets

Token configuration

& AP permissions

& Expose an AP

App roles
& Owners

&, Roles and administrators | Preview

M Manifest
Support + Troubleshooting

& Troubleshooting

& New support request

You be returned to the API permissions page. Under the section Configured permissions, you

() Refresh | D Got feedback?

@ The “Admin consent required” calumn shows the defaut
arganization, of in organizations where this app will be ut

Configured permissions

Applications are authorized to call APls when they are granty
all the permissions the application needs. Learn more about

+ Add a permission /' Grant admin consent for MSF1
API / Permissions name Type Descrip
“ Microsoft Graph (1)

User Read Delegated  Sign in

To view and manage permissions and user consent, try Entel

Request API permissions

< All APIs
Microsoft Graph
e https://graph.microsoftcom/ Docs -

What type of permissions does your application require?

Delegated permissions
Your application needs to access the AP| as the signed-in user.

Select permissions

Agplication permissions

Your application runs as a background service or daemon without a
signed-in user.

expand all

P offline

@ The “Admin consent required" column shows the default value for an organization. However, user consent can be customized per
permission, user, or app. This column may not reflect the value in your organization, or in organizations where this app will be used. Learn

mare

Permission
' Openld permissions (1)

= offline_access @
Maintain access to data you have given it access to

will see an overview of the API's selected for the integration.

Admin consent required

No
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- Wilson Academy FrogLearn - OneDrive | APl permissions 2 X
| 2 Search (Cmd+/) 0 Refresh O Got feedback?
B Overview

A\ You are editing permission(s) to your application, users will have to consent even if they've already done so previously.

& Quickstart
A Integration assistant

@ The “Admin consent required* column shows the default value for an organization. However, user consent can be customized per permission, user, or app. This column may not reflect the value in your

Manage organization, or in organizations where this app will be used. Learm more
= Branding
D Authentication Configured permissions

Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

Certificates & secrets

1!’ Token configuration

+ Add a permission /' Grant admin consent for MSFT UK Education Team Demo
% API permissions

= T )
@ Expose an API API / Permissions name ype Description Admin consent requ... Status

\ Microsoft Graph (3)

B App roles

B Ouis Files. ReadWrite Al Delegated  Have full access to all files user can access No
2. Roles and administrators | Preview offline_access Delegated  Maintain access to data you have given it access to No
I Manifest User Read Delegated  Sign in and read user profile No

The OneDrive setup within the Office 365 tenancy is nearly completed. The last action that
you need to complete is to take note of the identifiers for the fields below:

e Application (client) ID
e Directory (tenant) ID

Select Overview from the left-hand side menu.

2 Search resources, services, and docs (G+/) admin@jmacademy.on °
MSFT UK EDUCATION TEAM DE... 0

Home > MSFT UK Education Team Demo > Wilson Academy FroglLearn - OneDrive

- Wilson Academy FrogLearn - OneDrive | APl permissions # X
Search (Cmd+/) O Refresh O Got feedback?
l B overview l A\ You are editing permission(s) to your application, users will have to consent even if they've already done o previously.

& Quickstart
#" Integration assistant

@ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user, or app. This column may not reflect the value in your
organization, or in organizations where this app will be used. Leam more

Manage
B Branding
D Authentication Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

Certificates & secrets

{I!" Token configuration

+ Add a permission +/ Grant admin consent for MSFT UK Education Team Demo
9 API permissions

@ Expose an API API / Permissions name Type Description Admin consent requ... Status
App roles Microsoft Graph (3)

2 Owners Files ReadWrite All Delegated  Have full access to all files user can access No

&, Roles and administrators | Preview offline_access Delegated  Maintain access to data you have given it access to No

B Manifest User.Read Delegated  Sign in and read user profile No

Within the Essentials section, copy the identfifiers displayed for the fields below into a text file
for use later:

Application (client) ID - e.g. 988b3dfe-4f72-4d40-9727-b%{8dcb5fd83
e Directory (tenant) ID - e.g 8acced50-8c19-42cf-b3f3-2655af328818

Microsoft Azure P Search resources, services, and docs (G+/) macademy.on.
UCATION TEAM DE

Home > MSFT UK Education Team Demo

E Wilson Academy FroglLearn - OneDrive = X
Search (Cmd+/) | @ Delete @ Endpoints [ Preview features
B Overview

@ Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). =

& Quickstart

# Integration assistant A Essentials
Manage Display name Wilson Academy FrogLearn - OneDrive Client credentials 0 certificate, 1 secret
& i | Application (client) ID - 988b3dfe-4{72-4d40-9727-b9fBdcbSfd83 | Redirect URIs 2 web, 0 spa, 0 public client
= Branding
Object ID 0f3ct4as-007a-4adc-9f1e-088de1b4d895 Application D URI Add an Application 1D URI
D Authentication
| Directory (tenant) ID BaccedS0-8¢19-42ci-b313-2655a1326818 | Managed application in L. : Wilson Academy FrogLeam - OneDrive
Certificates & secrets

Supported account types : My organization only

iI! Token configuration

& AP| permissions @ starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue to provide technical support and security
updates but we will no longer provide feature updates. Applications will need o be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more

@ Expose an API



Just to reiterate the items that you should have noted in your text file for use later are below:

e Client Secret - uGdd2_-u8C~R.~3_46R22qYu2y5KQk80..
Application (client) ID — 988b3dfe-4{72-4d40-9727-b9f8dchb5fd83
o Directory (tenant) ID — 8acced50-8c19-42cf-b3f3-2655af328818

Please refer to the document 3 - Office 365 - OneDrive Preferences v2.0 for steps on how to
configure your FroglLearn platform with your Office 365 tenancy in order to integrate
OneDrive.



