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Google - Sign in with Frog — FrogLearn Preferences

Overview

To enable users to sign in to Google with their FroglLearn credentials you will need to generate a
certificate within FrogLearn and upload this to your school’'s Google tenancy. Step-by-step instructions

are outlined in this document.

Schools wanting to get their single sign on functionality working with Frog3 can also achieve this by
following these instructions. The Frog Server will use the configuration information in FroglLearn in order

to facilitate the single sign on from Frog3 into the Google services.

How-to
Navigate to the Frog head > System Preferences > Google Apps > Sign in with Frog.
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The domain associated with your Google tenancy will need to be entered into the Domain field (e.g.

frogosdev.co.uk). Next, enable the ON switch and then click on the Save Changes button.
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The next step is to generate a public certificate to upload to your Google tenancy. Click on the

Generate Public Certificate button.
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A pop-up window will appear requesting some basic information including:

e Country code
e County name
e Town name

¢ Organisation name

Complete all fields and then click on the Generate button.

Create Public Certificate

Country Code

GB

County Name

West Yorkshire

Town Name

Halifax

Organization Name

Frog Education

Warning!
Creating a new public certificate will overwrite the current private certificate.

Are you sure you want to continue?
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When the details for the public certificate have been saved a notification growl will appear as below.



Public Certificate

Your new public certificate has been

created.

The public certificate generated will be displayed. Select the Download button. A file called

frog_google_sso.crt will download to the location set by the browser.
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Next we will need to upload the Frog public certificate to the Google tenancy. In a browser navigate

to the URL https://google.com/a/<Google_domain> and log in as your school’'s Google administrator

(e.g. https://google.com/a/frogosdev.co.uk).




Google

One account. All of Google.

Sign in with your Google Account

frogadmin@frogosdev.co.uk

+ Stay signed in Need help?
Create an account

One Google Account for everything Google
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After logging in to the Google admin console click on the MORE CONTROLS link at the bottom of the

page.
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Users Company profile Apps Groups Device management
Add, renarne, and Update information Manage apps and their Create groups and Settings and security for
manage users about your company settings mailing lists devices

=

Billing
View charges and
manage licenses

MORE CONTROLS

A panel of additional administrative tools will appear. Select the Security icon.



Drop icons above in the dashiboard for easy eccess
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From the Security options select the option Set up single sign-on ($SO).
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Security

frogosdev.co.uk

Basic settings

Sel password strength policies, enforce 2-step verification,

Password monitoring

Monitor the password strength by usar.

AP reference

Enable AP1s to programmatically manage provisioning, reparting, of migration via custom-built of third-
party applications

Set up single sign-on (S50)

Setup user authentication for web based applications (like Gmail or Calendar).

To upload the Frog public certificate generated earlier: select the CHOOSE FILE button next to
Verification certificate, then navigate to and select the file frog_google_sso.crt from your local

machine.
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= Security

~ Set up single sign-on (SS0)

SAML-based Single Sign-On allows you to authenti for web based applications (like Gmail or Calendar). With 550,
users sign in for one web application, and are automatically signed in for all other Google web apps. For desktop applications (or
POP access to Gmail), users must sign in directly with the username and password set up via the Admin console.

[ ] Setup SSO with third party identity provider

To setup third party as your identity provider, please provide the information below. @

Sign-in page URL

URL for signing in 1o your system and Google Apps
Sign-out page URL
URL for redirecting users to when they sign out

Change password URL

URL to let ussers change their passwaord in your system; when defined here. this is shown even when Single Sign-on is not
enabled

I CHOOSE FILE IIO file chosen LPLOAD

The certificate file must contain the public key for Google 1o verity sign-n requests, @

DISCARD CHANGES SAVE CHANGES

The Frog public certificate name will be displayed. Click on the UPLOAD button.
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~ Set up single sign-on (SSO)

SAML-based Single Sign-On allows you to i for web based ions (like Gmail or Calendar). With 550,
users sign in for one web application, and are automatically signed in for all other Google web apps. For deskiop agllcatims {or
POP access to Gmall), users must sign in directly with the username and password set up via the Admin console

] Setup SSO with third party identity provider

To setup third party as your identity provider, please provide the information below. @

Sign-in page URL

URL for signing in to your system and Google Apps

Sign-out page URL

URL for redirecting users to when they sign out

Change password URL

URL to ket users change their password in your system; when defined here, this is shown even when Single Sign-cn is not
enabled

Verification certificate oo ee Fi e f:oq_google_sso.mm

The certificate fie must contain the public key for Google to verify sign-in requests. @)

DISCARD CHANGES SAVE CHANGES

The message A certificate file has been uploaded will be displayed. Next, select the checkbox next to

Setup SSO with third party identity provider.
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~ Set up single sign-on (SS0)

SAML-based Single Sign-On allows you to authenticate accounts for web based applications (Jike Gmail or Calendar). With S50,
usgers sign in for one web application, and are automatically signed in for all other Google web apps. For desktop applications (or
POP access to Gmail), users must sign in directly with the username and password set up via the Admin console. @

l Setup SSO with third party identity provider ]

To setup third party s your identity provider, please provide the information below. @

Sign-in page URL

URL for igning in 1o your system and Google Apps
Sign-out page URL

URL for redirecting users to when they sign out

Change password URL

URL to et
enobiled

sers change their password in your syster; when defined here, this is shown even when Single Sign-on is not

Verification certificate A certificate file has been uploaded. Replace certificate

The certificate file must ecatain the public key for Googe to verify sign-n requests. @

DISCARD CHANGES SAVE CHANGES

Next we need to configure the URL redirects to point back to your FrogLearn platform:

e Sign-in page URL - This is the URL that will be used to sign in to FrogLearn and Google Apps.
Enter your FrogLearn URL with /saml/saml2/idp/SSOService.php appended (e.g.
https://secondarytraining-sandbox.frogos.net/saml/samli2/idp/SSOService.php).

e Sign-out page URL - This is the URL that users will be redirected to when signing out of Google
Apps. Enter your FrogLearn URL with /saml/sami2/idp/initSLO.php?RelayState=/app/os/logout
appended (e.g. https://secondarytraining-

sandbox.frogos.net/saml/saml2/idp/initSLO.php2RelayState=/app/os/logout).

o NOTE For Frog 3 / FrogLearn customers you will also need to ensure that /frogos is

appended within your URL (e.g. https://secondary-

testing.frogdev.co.uk/frogos/saml/saml2/idp/initSLO.php<RelayState=/app/os/logout).

¢ Change password URL — This is the URL that users will be redirected to if they wish to change
their password in Google Apps. Enter your FrogLearn URL. For example

https://secondarytraining-sandbox.frogos.net/

Lastly ensure that the check box next to the option Use a domain specific issuer is selected.



Go gle Search for users, groups, and settings (e.g. add domain alias) “

Setup SSO with third party identity provider

° To setup third party as your identity provider, please provide the information below. (2]

Sign-in page URL https://

ytraining frogos 'saml/sam|2/idp/SS0S¢
URL for signing in to your system and Google Apps

Sign-out page URL https://secondarytraining-sandbox.frogos.net/saml/saml2/idp/initSL(
URL for redirecting users to when they sign out

Change password URL  https;//secondarytraining-sandbox.frogos.net/

URL to let users change their password in your system; when defined here, this is shown even when Single Sign-on is not
enabled

Uenl!ca‘hon cert! Icate ! cel ll lca!e 1 el as Been upl oaaea. !ep lace cel ll icate

The certificate file must contain the public key for Google to verify sign-in requests. o

Use a domain specific issuer @ I

Network masks

Network masks determine which addresses will be affected by single sign-on. If no masks are specified, SSO functionality
will be applied to the entire network. Use a semicolon to separate the masks. Example: (64.233.187.99/8; 72.14.0.0/16).

For ranges, use a dash. Example: (64.233.167-204.99/32). All network masks must end with a CIDR. 0

DISCARD SAVE

Click on the SAVE button to apply the changes.

Go gle Search for users, groups, and settings (e.g. add domain alias) “

Setup SSO with third party identity provider

To setup third party as your identity provider, please provide the information below. (2]

Sign-in page URL https://

ytraining frogos 'saml/sam|2/idp/SS0S¢
URL for signing in to your system and Google Apps

Sign-out page URL https://secondarytraining-sandbox.frogos.net/saml/saml2/idp/initSL(
URL for redirecting users to when they sign out

Change password URL  https;//secondarytraining-sandbox.frogos.net/

URL to let users change their password in your system; when defined here, this is shown even when Single Sign-on is not
enabled

Verification certificate A certificate file has been uploaded. Replace certificate
The certificate file must contain the public key for Google to verify sign-in requests. o

Use a domain specific issuer @

Network masks

Network masks determine which addresses will be affected by single sign-on. If no masks are specified, SSO functionality
will be applied to the entire network. Use a semicolon to separate the masks. Example: (64.233.187.99/8; 72.14.0.0/16).

For ranges, use a dash. Example: (64.233.167-204.99/32). All network masks must end with a CIDR. 0

DISCARD -

Log out of the Google administrator account. Navigate to a Google service such as Google Mail

(www.gmail.com). Enter your email address and then click on the Next button.




Google

One account. All of Google.

Sign in with your Google Account

googleteacher3@frogosdev.co.uk

Next

Need help?

Create account

One Google Account for everything Google
GMEROLG D E

You will be redirected to your FrogLearn platform. Enter your FroglLearn login credentials.
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After your login credentials are authorised you will be taken back to the Google service that you initially

requested. Therefore, in this example we are redirected to Google Mail.
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Alternatively, users can log in to Froglearn and access Google services by using the External Links

widget on a dashboard or site. The domain entered should be in the format

https://<Google_service>/a/<Google_domain>. Below are some examples of various services:

e  Google Mail - https://mail.google.com/a/frogosdev.co.uk

e Google Drive — https://drive.google.com/a/frogosdev.co.uk

e Google Documents — https://docs.google.com/a/frogosdev.co.uk

When accessing any of the external links, they will open in a separate tab within your browser session.

Google  Google Mail

‘ Google Drive

E‘ Google Documents



